Hudopmannonnbie MaTepHaIbl
10 NPOQHUNAKTHKE MPeCcTYILIEHMiA, COBEPIIEHHBIX ¢ HCIO0Ab30BAHKEM
HHPOPMAUMOHHO-Te/IEKOMMYHHUKAIMOHHBIX TEXHOIOTHii

K wnaubonee pacmpocTpaHeHHBIM BUA@M UCTAHIMOHHBIX MOIICHHHYECTB,
COBEpIICHHBIX Ha Tepputopuu r. Camkr-IlerepOypra u JlemmHrpamckoi oGnacty,
OTHOCSTCS:

- «QUIIMHT» — BUX IUCTAHIHOHHOTO MOIIEHHMYECTBA, IIPH COBEpLICHHH
KOTOpPOTO  3NOYMBINIICHHUKH (B XOJ€ TelIeQOHHOTO pasroBOpa, IOCPENCTBOM
HaNpaBACHUA JJIEKTPOHHOTO MUChMa MM CMC-COOOIIEHHS) IIONYyYAlOT JTMYHbIE
KOH(HICHIMANBHEIE TaHHBIE 0 GAHKOBCKOM KapTe, HOMEpe CYeTa, JOTHHB! ¥ IIApONH
A BXOAAa B WHTEPHET-0aHK, a TakoKe NApOaM O€30IaCHOCTH, TMO3BOISIONIHE
IPOM3BECTH CIMCAHUE HAXONAMMXCS Ha OaHKOBCKOM KapTe JEHEXHBIX CPEACTE.
KeprBamu yKasaHHOTo BHJA MOLICHHHYECTBA 329aCTYIO CTAHOBATCS He3allMIIEHHEIE,
MalooOpasoBaHHbIE, NOBEPUMBLHIC CJIOM HACENEHMS. IIpeNCTAaBISACH 3a9aCTyIO
COTPYHUKAaMH KPEAWTHBIX OpraHM3allui, IPECTYIHHKH BBOAAT B 3a0iyKmeHue
IpaxiaH OTHOCUTENBHO COBEPIIAEMBIX HECAHKIIMOHUPOBAHHBIX CITHCAHMM TEHEKHBIX
CPENCTB, OCYWIECTBIACMBIX NOKYNKaX M T.OI., MOCIE Yero IIpocAT Has3Barh
KOH(QHICHIMANBHBIC CBEJCHHS C LENBI0 [PECEYEHHs BO3MOXKEHOIO COBEPIICHUS
npecTynieHus. I'paxiane, moBepsas MOJy4eHHON MHDOPMAIHH, Kelas 00e30MMacHuTh
CBOM  JICHEXHBIE CpPeACTBA OT MNPECTYNHBIX  MOCATATENBCTB,  COOOIIAIOT
3aIpaliMBacMyr0 UH(OPMAIIHIO, B PE3YJAbTATe Yero 3JIOYMBIIUICHHAKH TOXMINAOT
HpHHAUIeXKAIINE UM JCHEKHbBIE CPECTBA.

- «(apMuHD» - TIpole/lypa CKPHITOTO HANPABJIEHHA Ha JOXHBIHA IP-anpec, To ecTs
HallpAaBJICHHAE II0/Ib30BaTeNs] Ha (UKTHBHEIA BeO-caliT, Yalie BCEro MCIONL3yeMbIH
I IPHOOpETEHus TOBapoB U ycuyr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion,
KyIIHHATOP, KacCHp.py, Omierep, caidTel 10 mpojaxe OMIETOB Ha /I u
ABHATPAHCIIOPT U AP.);

- «IBO¥HAS TpaH3akuuA» (IPH OIUIATEe TOBAPOB U YCIYT MpPOAABEL coobuiaer o6
omuOKe, NpeanaraeT MOBTOPHUTHL ONEPALIo, @ B NanbHelIIeM IEHEKHEIE CPencTha
CHHCBIBAIOTCA JBAXKABI 10 KAKAOH M3 IIPOBEACHHBIX OIepaliyii)

- «TPAIMHr» (MaHHMIYIAHA ¢ KApTPUAEPOM OAaHKOMATOB, NO3BOJLIOIIAE JTHOO
HE BO3BpallaTe KapTy BIafelbilly, JHOO CIHCBIBATH BCE MAaHHBIE KapThl Ui
AaTbHEHIUIET0 UX UCII0IB30BAHMSA).

I. OcHOBHBIE cXeMBbI TeJIe()OHHOI0 MOIIEHHHYECTBA:
1. Obman o tenedony.
3BOHOK COTPYIHHKA OaHKa - KOTJa HEHW3BECTHBI NPEICTABILETCS

COTPYAHHMKOM CityO0BI 6€3011aCHOCTH Kakoro-nmu6o 6aHka u coobmiaer, 9o ¢ Barrero

Y
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0aHKOBCKOTrO CYeTa NPOHUCXOMAT ONECPALHH II0 HECAaHKLIIMOHUPOBAHHOMY CITHCAHMIO
ACHEXHBIX CPEACTB, M B LeNiX O€30MacHOCTH CYEeTa MpEaraeT IIepeBecTH
cOepexeHns Ha «Pe3epPBHEIN» WM «Ge30macHblil» CUer. Pacnipoctpanennl cioyuae
cooluenns uudopmariin 06 odhopmieHH: Ha Bac KpeguTa 1 HE06XOUMOCTH OpOUTH
B IPUJIOKEHUH OHIAHH-baHka MO ONpeNenéHHON CCBUIKE IS €r0 aHHYIHPOBAHWS
(BEITIOJTHUTD WHBIE HHCTPYKLIHK).

3BOHOX COTpY/IHHUKA UPABOOXPAHUTENLHEIX OPIaHOB - KOI/d HEM3BECTHbII

[IpENCTaBIACTCA COTPYOHHKOM TMOJMIMH, CIEAOBaTeeM M T.O0. M COOOIIAeT, 4ro
IIPOBOZMTCS CIENONepalisd [0 IIOMMKE MOLICHHHKOB M I 3TOT0 HeoBXO0IMMO
NEpEeBECTH CHBIM Ha «CHCHHANBHEIN» cueT. IIpu 3ToM TpeOyer He 3BOHHUTE B OaHK,
TaK KaK COTPYAHMKY OaHKa 3a0HO ¢ MOILIEHHHUKAMH.

Bam poncreennuk. nubo GMM3KMi 4UenoBEK Ioman B 6ery (Hampumep,
MAIIMHOH COMI 4venoBeka WIM OGBHHAEICH B COBEPUICHHH TPECTYIUICHHS), W
3aliepKaH  COTpYJHHMKaMH TIONHMLKH, K HEM3BECTHHEI coo0maer, 9Yrto g
0CBOOOXIEHHUA HEOOXONMMO TEPEBECTH HA CUET JICHEIKHbIC cpeacta ymbo g
NpUMHPCHHS C MOCTPajaBUIUM JHOO B KAa4yeCTBE B3ATKHA COTPYOHMKAM MOJHIHH.
BO3MOXHEI BapHaHTHI, IIpH KOTOPHIX B Pa3rOBOPE MOXKET IPHHSITH Y4acTHE SKOOBI
COTPYIHHK HOTHUIIHH, KOTOPBIN OyIeT MOATBEPKAATEH CKa3aHHOE.

BAXKHO: D10 3BOHAT MOUIEHHMKH (HECMOTPS H4 TO, HUTO
ONPENENHBLIMICA Ha TeaeOHE HOMEP MOXET COOTBEICTBOBAaTH HOMepY reedoHa
0aHKa WM NPaBOOXPAHHUTEIBHBIX OPraHOB, 339acTyi0 — MOCKOBCKOTO peruoHa (499,
495... ¥ T.A.), TaK KaK IPH MOMOIIM CHEIHATBLHEIX YCTPOKHCTB MOIICHHUKH MEHSIOT
HOMEpa Ha abCOMOTHO M0GOH HOMEP — TaK Ha3bIBaEéMEIE TOAMEHHBIC HOMEpa),
COTPYAHHMKU OaHKOB HMKOIZIA HE 3BOHAT CBOMM KIHMEHTAaM, H TeM Gojiee, HUKOIIA He
TPeOYIOT EPeBOMUTE C IMYHOIO cueTa AeHbIH. IIpencraBurenn [IPaBOOXPAHUTEIBHBIX
OpraHoB MOTYT 3BOHHTH TOJIBKO UL BBI30Ba B IOMEIIEHUS HPABOOXPAHUTENILHBIX
OpPraHoOB ¢ LENbI0 MOJy4YeHHs OOBACHEHMH, HCTPeOOBaHMA JOKYMEHTOB [iO
HAXOAAMIUMCA B IPOU3BOJCTBE YTONOBHEIM JI€NaM U MaTepHallaM IPOBEPOK.

Ilpu mocTymieHMu Takoro 3BOHKAa HEOOXOAMMO IIpepBATh PasroBOp U
IICPE3BOHUTE TOMY, O KOM MICT peyb, JIMOO B yKa3aHHBIN rOCYAapCTBEHHBIM Opras My
KPEIUTHYIO OPTaHM3ALMIO LU IIEPENPOBEPKH HHPOPMAITHH.,

2. O6man npu nokynke (IIPoJasKe) TOBApa HA HATEPHET cafTax.

IIperonmata 3a HecyllecTBYIOIIME TOBap - momaercd OOBABICHHE Ha

BOCTPCOOBAaHHBI! TOBAp C IIPMBIEKATENBHOM LeHOH (HMDKE PBIHOYHON) ¢
UPHIIOXKEHHEM HEeHACTOsIIMX (oTorpaduil. B xoxe obuieHns «Ipoaasei) yKIOHIETCs
OT BCTPEYM BBHIY MXHTCHCKHX NpPUYUH (HET BPEMEHM, 3daHATOCTH Ha paborte,

IKyMEH
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YIaJIEHHOCTE PACIONIOKEHM) U IPEJIaraeT OILIATUTH TOBAp Oe3HAINYHLIM [1J1aTEKOM
C rapaHTUPOBaHHON TOCIENYIomEeH JOCTaBKOH depe3 Kypbepa, HO MOC/e HONYYeHHs
JACHET, IIPOJiaBell- MOIICHHMK EPECTAET BHIXOANUTH Ha CBS3b.

Omiata Myssxa 10 10YTe HAIOXKEHHBIM IUIATEXOM - 3IOYMBIIIIEHHHIK
IBITAIOTCA BHAaYalle 3allONYYHThH NPEROIUIATY Ha JOBEPHM, €CIM HE MONY4aeTcs, TO
NIPEJIaraloT MOJIYYUTh 3aKa3 Ha II0YTE, a IMOTOM pPacCIUIaTUTBECA. 10 €CTh Ha IIo4Yre

nepe] BbIaded 3aKasa BO3BMYT HEHBIHM B PasMEpe €ro CTOMMOCTH, a MOKYIaTellb
BCKPBIB YIIAKOBKY, BUIWT HONENIKY HIH MYJIDK.
Iloxynarens cmpammsaer HOMep KapThl B koa u3 CMC - mo Bamemy

OOBABJIEHHIO O IIPOJAKE TOBapa B HHTEPHETE BaM MO3BOHMI ITOKYIIATENh MTONPOCHIT
COOOIMTL PEKBH3UTH GaHKOBCKOH KapThl (IIPEeIBApHTCIHHO BHLICHUB HOMeEp
Tene()oHa K KOTOPOMY NPYBA3aHA KapTa) U CMC-KOJI, YTOOHI IIEpEBECTH ICHBIH, AKOOBI
3TO HYXHO jid 0aHKOBCKOro mepeBojaa. Ha caMoM jene 3TO MOIICHHHK, KOTOPKIH
IBITACTCS. BOUTH B JIMYHBIN KaOHHET OHIaMH-0aHKa W CIHcaTh BCE AEHBHIH ¢ Bamero
cyera.

BAJKHO: OnnauuBaiite TOBap TOIBKO IOCIE €r0 IONTyYEHHs] H NPOBEPKHU
U HE OTHpaB/iiTe ACHBIWM B KadecTBe 3amora (3amatka). [l mepeBosia IEHEXKHBIX
CPENCTB AOCTaTOYHO HOMepa TelneoHa M OPYroil HOMOIHUTEIbHOH MHPOpMalny He
TpedyeTcs.

3. TenedoHHbie BUPYCHI.

OugeHE 4acTO HCIOJNB3yeTCsl (JopMa MOIIECHHUYECTBA C HMCIONB30BAHHEM
Teneonnpix BUpycoB. Ha rtenedon aGoHeHTa HpHXOAMT COOGIIEHME CIETYIOLEro
Buna: «Bam npummno MMS-coobuienne. g mOMydeHHs IPORAMUTE IO CCHUIKE...».
Ilpu mepexome 1o ykasaHHOMY afpecy Ha TeleOH CKauMBaETCS BUPYC M OPOHCXOINT
CHHCAaHME JEHEXHBIX CPEJCTB C BAIIEr0 CYETa.

Jpyroli BHI MOIIEHHHYECTBA BHITISAMT Tak. Ilpu 3akase KakoH-1u6o
yCIyru uepes AKOOBI. MOOHMIBHOTO OIEpaTopa WIH IIPH CKAYMBAHUM MOOHIBHOTO
KOHTEHTa abOHEHTy NIPUXOJHUT HpeaylpexaeHHe Buna: «Bol cobupaerecs oTHpaBUTh
COOOLIEHNE Ha KOPOTKMH HOMEp ..., I IOATBEPXKACHUS OIEPAal|H, OTIPABHTE
coobmenure ¢ mudpoi 1, ama ormens: ¢ mudpoi 0». Ilpu oTnpaBke MOATBEPIKACHIS,
CO cuera abOHEHTa CHMCHIBAIOTCA IEHEXXHbBIE CpeAcTBa. MOIUEHHHMKH HCIIONL3YIOT
CTIENHAIbHBIE MPOTPAaMMBI, KOTOPHIE IO3BOJIAIOT aBTOMAaTHYeCKHd TeHEPHpPOBATH
TBICSTYN Takux coobmenuit. Cpasy mocne mepeBoda deHer Ha (anbIiMBEIA C4eT OHH
CHUMAOTCH C TenedoHa.

-
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BAJKHO: He crengyer 3BOHHTH 10 HOMEPY, C KOTOPOro OTIpaBieH SMS —
BIOJIHE BO3MOXKHO, YTO B 3TOM ciydae ¢ Bamiero tenedoHa OyAeT aBTOMaTHYSCKH
CHJTa KpyIHasg CyMMa ¥ EPEXOMTH IO COMHUTENBHBIM CCHLIKAM.

4. OmuOoYHBIH MEpeBOX CPEACTB.

AborenTy mocrynaer SMS-coofIuenre 0 MOCTYIUICHUM CPEICTB HA €ro
CYET, IEPEBEACHHBIX ¢ HOMONIBI0 yeiayTH « MoOunbHEI nepeso». Cpasy nocie 3Toro
IOCTYIIaeT 3BOHOK U MYXX4MHa (MIIM JKEHIIMHA) COOOIIAaeT, 4To OIMO0YHO TepeBel
JEHbIH Ha €ro CYeT, IPH 3TOM NPOCHT BEPHYTH MX 00paTHO TeM ke «MoOUIbHEIM
nepeBonoM». B neliCTBUTENIFHOCTH ACHBIH HE IOCTYIAI0T Ha TenedoH, a JeJOBeK
TIEpEBOIMT CBOM COOCTBEHHBIE cpe/icTBA. ECiii MO3BOHUTE M0 YKa3aHHOMY HOMEPY, OH
MOXeT OBITh BHE 30HBI Jxocryma. Kpome Toro, CymiecTBYIOT Takue HOMepa, IIpu
OCYILIECTBIEHMH BEI30Ba HAa KOTOpHIE ¢ TenedOHa CHUMAIOTCs BCE CPEACTBA.

BAJKHO: Ecnu Bac npocAar nepeBecTH sK00bI OIHO0YHO [IEPEBEICHHYIO
CyMMY, HanOMHHUTE, YTO I 3TOr0 HCHoab3yercss 4deK. OTroBOpKa, YTO «HeK
OTEPSA», CKOPEE BCET0, CBUIETENLCTBYET O TOM, YTO ¢ BaMu ob1maercss MOIIIEHHHUK.

MOINEHHUYECTBA C BAHKOBCKMMMUM KAPTAMM

bankoBCckas kapra — 3TO HMHCTPYMEHT IS COBEpLIEHHs ILIaTeXed u
JOCTYIIa K HaJIM9HBIM CPEICTBaM Ha Cuére, He TpeOYIOIuil I 3TOr0 NPHUCYTCTBUS B
6anke. Ho npocrora ucronb30Banusg GAaHKOBCKHX KapT OCTABISIET MHOXECTBO Ja3eek
JUISE MOLIIEHHUKOB.

IIpu mpoBeneHUH Onepaluii ¢ KapTOH MOIB3YHTECh TOJIBKO TEMY OaHKOMaTaMH,
KOTOpBIE pacmoloXkeHsl B 0Oe30macHBIX MecTax #  000pyJoBaHbBl CHCTEMOH
BUCOHAOIIIONICHHMS M OXPaHOM: B TOCYapCTBEHHBIX YUPEXKICHUAX, OaHKaX, KPYITHBIX
TOProOBBIX LIEHTPaX U T.A.

Cogepmas onepanmu C mIaCTUKOBOM KapTOH, ciiequte, 9TOOBI PAIOM HE OBLIO
nocTopoHHnx sroxed. Habupas [IMH-xon, npuKpEIBalTe KIABHATYypy pYyKOH.
PexBusutel 1 M00as nmpoyas HHGOPMAIIHI O TOM, CKOJIBKO CPeACTB BBl CHAM 1 Kakue
mudpe BBOAUIM B 6aHKOMAT, MOTYT OBITH HCITOJIBE30BAHEI MOIIEHHUKAMH.

Obparnaiite BHEMaHHe Ha KaPTOIPHEMHHK U KiIaBHaTypy Oanxomara. Eciu onn
0060pyHOBaHbl KAKUMH-JIAOO AOMONHUTEILHBIMHA YCTPOHCTBAMH, TO OT UCIIOJIB30BaHH
naHHOro GaHKOMaTa JIydllle BO3AEPKATHCA M- COOOUIMTE O CBOUX IIOHO3PEHMSX II0
yKa3aHHOMY Ha HeM TeneoHy.

B caydae HexoppexkTHOM pabGorhl OaHkoMaTa — €CiIM OH JOIroe BpeMms
HaXOAHUTCS B PEXUME OXHIAHHUS WIH CaMOIIPOM3BOJIFHO II€pe3arpyxaercs —

4
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OTKAXHTEChH OT €ro WCHOJIL30BaHHA. Bennka BCPOATHOCTL TOIO, HYTO OH
IICpelporpaMMMrpOBaH 3JI0YMBIIIJICHHUKAMH.

Kaxk o0e30nacuTh ce0s 0T MOIIIEHHHUKOB:

1. TIposepsiite uEGOPMAIIHIO, TIONYICHHYIO B X0€ TeJIe(OHHOTO pa3roBOpa U HHTEPHET
IEPENUCKH C HEM3BECTHBIMM (OHM MOIYT MPEIACTaBIATECA  COTPYAHHKaMHU
[IPaBOOXPAHUTEIBHBIX OPTaHOB, MPECTABHTEIIMU KPEOUTHBIX OPTaHU3ALHKH).

2. YCcTaHOBUTH Ha Tene@oH (KOMIIBIOTEP) COBPEMEHHOE JMUEH3UPOBAHHOC
aHTUBHPYCHOE IIPOTpaMMHOE 00ecrieUeHHE.

3. He ycranaBnuBaiitTe U He COXpaHANTe O€3 MpeABapUTEIHLHON IPOBEPKU aHTUBUPYCHOU
nporpamMmoil ¢ailnel, HONydYeHHbIe W3 HEHAJEXKHBIX HCTOUHUKOB: CKayaHHBIE C
HEW3BECTHHIX CaHTOB, IPUCIAHHEIE II0 JIEKTPOHHOH 10YTe (IONO3PUTENBHEIE (albl
JIy4IIe Cpa3y yaajIsiTh).

4. Hcronp3yiiTe napoiau He CBA3aHHbIe ¢ BamuMu nepcoHabHBIMU JaHHBIMH.

5. Hu npu kakux oOCTOATEIRCTBAX HE COOOMaiTe peKBU3UTEI CBOMX OAHKOBCKHMX CUETOB
(xapT), Mapoau U APYTYIO NePCOHATLHYI0 HHOPMAITHIO.

6. IloctaBpTe TUMMT Ha CYMMY CIIHMCaHWH K IIEpeBOJa B TUYHOM KabuHeTe OaHka.

7. 1lo BceM BO3ZHHKAIOMIMM BOMIpOcaM oOpamiarhbes B 0aHK, BBIIABIIMM KapTy.

8. He BBIIONHATH HUKAKMX CPOYHBIX 3aIPOCOB K JIEUCTBHUIO, B TOM YHCIE IIO YCTAaHOBKE
Kak{X OBl TO HU OBLIO IPHIIOKEHHIA.

9. He mepexoauTh HU IO KAKHM CChUIKaM, KOTOPBIE MPUXOIAT Ha e-mail nmi no SMS.

10.00pamate Ha Bce coobuieHuss oT OaHka (HapuMeEp, €CIH OHHM COJIEpPXKAT
I'PaMMATHYIECKNE OMIMOKH).

11.He nepe3BaHuBaTs: 110 HOMepaM KOTOpEIE IPHXOAAT Ha e-mail mwiu no SMS.

12.1lepenpoBepsiiTe NOATMHHOCTh HHTEPHET-CAUTOB, HA KOTOPBHIX OCYHIECTBJLIETE 3aKa3
TOBAapa.

bynvre OnuTensHEl!
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